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Listing of daims : 

1. (Currently amended) A coTnputer-implemented method for maintaining configuration 

information on a mobile device, comprising: 

receiving a message including a request associated with configuration inforaiation stored 
on the mobile device; 

identifying the source of the received message from data associated with the received 
message: 

associating a security role with the received message based on the identified source of the 
received message: 

determining at least one configuration setting within the configuration information 
affected by the received message; 

comparing the associated security role of the received message with a security privilege 
associated with the at least one configuration setting on the mobile device: and 

if the associated security role of the received message is in agreement with the security 
privilege associated with the at least one configuration setting on the mobile device, processing 
the request associated with the configuration information 

2. (Original) The computer-implemented method of claim 1, wherein associating the 
security role with the received message comprises assigning a particular security role based on a 
source of the message. 

3. (Currently amended) The computer-implemented method of claim [2] i, wherein 
the source of the message is identified from information within th e message authentication and 
decryption of the received message. 

4. (Currently amended) The computer-implemented method of claim [3] 1, wherein 
the information within the message includes a shared key that identifies the source of the 
message. 

5. (Original) The computer-implemented method of claim 1 , wherein processing the 
request associated with the configuration information fiirther comprises con:y)aring the security 
role with another security privilege associated v/ith a configuration service provider, the 
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configuration service provider being responsible for managing the configuration infonnation 
stored on the mobile device, 

6. (Original) The computer-implemented method of claim 5, wherein if the security 
role is not in agreement with the other security privilege, the request is not processed, 

7. (Original) The co^^>uter-implemented method of claim 5, wherein if the security 
role is in agreement with the security privilege associated with the at least one configuration 
setting and with the other security privilege associated with the configuration service provider, 
the configuration service provider processes the request by accessing the configuration 
information. 



8. (Currently amended) A computer-readable medium having computer-executable 
components for managing security on a mobile device, comprising: 

a Stored setting having an assigned security role that identifies a privilege that an entity 
attempting to access the stored setting must satisfy in order to access the stored setting; 

a router configured to receive a configuration message over a v^reless communication 
link, the router being further configured to identify a source of the configuration message and 
assien a securitv role to the received configuration messa^_base_d on the identified source, the 
router being further configured to pass the configuration message to other components of the 
mobile device, the configuration message including an instruction that affects a configurarion 
setting; and 

a configuration manager configured to receive the configuration message fi-om the router 
and to parse the configuration message to identify the configuration setting affected by the 
configuration message, the configuration manager being further configured to compare the 
assi gned securitv role of the configuration message s e curity pri\dlQges associated with tho r . nuroo 
of the oonfiguration - m e $5ago to security roles assigned to configuration settings stored on the 
mobile device, 

wherein if the configuration setting identified in the configuration message identifies the 
stored setting, and wherein if the assigned securitv role sourc e of tlie configuration mossagc has 
sufficient privilege to access the stored setting, the configuration manager causes the instruction 
that affects the configuration setting to be processed. 

9. (Original) The computer-readable medium of claim 8, further comprising a 
configuration service provider configured to manage at least one configuration setting stored on 
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the mobile device, and wherein the processing of the instruction is performed by the 
configurarioD service provider. 

1 0- (Original) The computer-readable medium of claim 9, wherein the configuration 
service provider has an assigned security role that identifies a privilege that must be associated 
with an instruction that affects a configuration setting which the configuration service provider 
maintains. 

1 1 . (Original) The compoiter-readable medium of claim 10, wherein the configuration 
manager is further configured to determine if the instruction that affects the configuration setting 
is in agreement with the security role assigned to the configuration service provider that 
maintains the affected configuration setting, and if so, the configuration manager is ftuther 
configured to pass the instruction to the configuration service provider to be handled. 

12. (Original) The computer-readable medium of claim 1 1, wherein the configuration 
service provider determines if the instruction is in agreement with the security role assigned to 
the stored setting prior to processing the instruction, and if not, terminating the processing of the 
instruction. 

13. (Currently amended) A computer-readable medium having computer-executable 

instructions for maintaining configuration information on a mobile device, comprising: 

receiving a configuration message including an instruction associated with a 
configuration setting stored on the mobile device; 

identifving the source of the received message from data associated with the received 
message ; 

associating a security role with the instruction based on the source of the received 
message: 

comparing the security role of the instruction witlr a security role associated with the 
configuration setting stored on the mobile device; and 

if the security role of the instruction is in agreement with the security role of the 
configuration setting, processing the instmction. 
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1 4. (Previously presented) The computer-readable mediuni_of claim 1 3 , wherein 
associating the security role with tiie instruction comprises assigning a particular security role 
based on a source of the configuration message. 

1 5 . (Currently amended) The computer-readable medium of claim [ 1 4] 13 , wherein 
the source of the message is identified from authentication and decryption of the received 
message information - within the configuration messag e, 

1 6. (Currently amended) The computer-readable medium of claim [ 1 5] 13^ wherein 
the infomiation within the configuration message includes a shared key that identifies the source 
of the configuration message, 

17. (Previously presented) The computer-readable medium of claim 13, wherein 
processing the instruction comprises comparing the security role of the instruction with another 
security role associated with a configuration service provider, the configuration service provider 
being responsible for queries of and changes to the configuration setting. 

18. (Previously presented) The computer-readable medium of claim 17, wherein if the 
security role of the instruction is not in agreement with tlie security role of the configuration 
service provider, the instruction is not processed. 

1 9- (Previously presented) The computer-readable medium of claim 1 8, wherein if the 
security role of the instruction is in agreement with the security role of the configuration setting 
and with the security role of the configuration service provider, the configuration service 
provider processes the instniction. 

20, (Currently amended) A computer-readable medium within a mobile device, 
comprising: 

a data structure associated with a configuration setting and a configuration service 
provider, the configuration setting being associated with a software component resident on the 
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mobile device, the configuration service provider being responsible for maintaining the 
coniBguration setting, wherein the data structure comprises: 

a first field including a security role associated with the configuration setting, the security 
role of the configuration setting identifying a setting privilege which must be had in order to 
access the configuration setting; d»d 

a second field identifying an associated configuration service provider, the identity 
indicating an associated configuration service provider requesting information stored on the 
mobile device; and 

a fi ooond third field correlating a security role based on the identity of the associated 
configuration service provider including a sccuri t y - TOto -as flooiatod wifli th e configumtion service 
provid e r , the security role of the configuration service provider identifying a provider privilege 
which must be had in order to make use of the configuration service provider. 

21 . (Previously presented) The computer-readable medium of claim 20, further 
comprismg a configuration message received over a wireless communication link between a 
source of the configuration message and the mobile device, the configuration message including 
an instruction to access the configuration setting, the instruction having an associated security 
role based on the source of the configuration message. 

22. (Original) The computer-readable medium of claim 21 , funher comprising a 
configuration manager configured to cause the instruction to be processed if the security role of 
the instruction is in agreement with the security role of the configuration s etting. 

23. (Original) The computer-readable medium of claim 21 , further comprising a 
configuration manager configured to cause the instruct ton to be processed if the security role of 
the instruction is in agreement with the security role of the configuration service provider. 
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24. (Original) The computer-readable medium of claim 21, further comprising a 
configuration manager configured to invoke the configuration service provider if the security 
role of the instruction is in agreement with the security role of the configuration service provider, 
the configuration service provider being further configured to process the instruction if the 
security role of the instruction is in agreement with the security role of the configuration setting, 

25. (Original) The computer-readable medium of claim 20, wherein the first field 
fiirther comprises a policy field that identifies the configuration setting as a pohcy setting. 

26. (Original) The computer-readable medium of claim 25, wherein the policy setting 
can only be modified by an instruction generated by a particular source. 

27. (Original) The computer-readable medium of claim 26, wherein the particular 
source includes administrative privileges. 

28. (Original) The computer-readable medium of claim 25, wherein the pohcy setting 
may only be modified locally. 
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